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Machine Translation

EXEXSERIIZRENEGER—
AEMPEMNAERNES R HNE
FEiF , BRPH A F DR S K
HEARTR , XIEREEEMZ.

Kowane mutum na da hakkin ya sami yancin yin tunani da
na sanin yakamata da na bin addini; saboda haka yana da
yancin sake addini ko ra'ayin da ya bada gaskiya gare shi,
da kuma yancin nuna addininsa ko ra'ayinsa, shi daya ko a
cikin taro kuma a fili ko a boye ta hanyar koyarwa ko yin
ibada, ko bauta wa abin da ya bada gaskiya gare shi da yin
abubuwan da abin da yake bauta wa din ya nuna masa.



Machine Translation

EXEXSERIIZRENEGER—
AEMPEMNAERNES R HNE
FEiF , BRPH A F DR S K
HEARTR , XIEREEEMZ.

. B

Chinese/
English

:

The U.S. island of Guam is maintaining a high state of
alert after the Guam airport and its offices both
received an e-mail from someone calling himself the
Saudi Arabian Osama bin Laden and threatening a
biological/chemical attack against public places such
as the airport.

Kowane mutum na da hakkin ya sami yancin yin tunani da
na sanin yakamata da na bin addini; saboda haka yana da
yancin sake addini ko ra'ayin da ya bada gaskiya gare shi,
da kuma yancin nuna addininsa ko ra'ayinsa, shi daya ko a
cikin taro kuma a fili ko a boye ta hanyar koyarwa ko yin
ibada, ko bauta wa abin da ya bada gaskiya gare shi da yin
abubuwan da abin da yake bauta wa din ya nuna masa.

. B

Hausa/
English

. B

Everyone has the right to freedom of thought, conscience
and religion; this right includes freedom to change his
religion or belief, and freedom, either alone or in community
with others and in public or private, to manifest his religion
or belief in teaching, practice, worship and observance.




Statistical Machine Translation

“When | look at an article in Russian, | say: this is
really written in English, but it has been coded in
some strange symbols. | will now proceed to
decode.” -- Warren Weaver (1947)

R

Turkish, without “knowing” Turkish.

.. maybe a computer could translate into

‘ Weaver saw a colleague decoding intercepts into
English without “knowing” English?

OUR HERO



Statistical Machine Translation

Translate, translate ...

Hmm, every time he sees
“banco”, he either types
“bank” or “bench” ... but if
he sees “banco de...”,
he always types “bank”,
never “bench”...

Translated, parallel
documents




la
1b

2a.
2b.

3a.
3b.

4a.
4b.

5a.
5b.

6a.

6b

Parallel Corpus

12 English sentences in English and Spanish.

. Garcia and associates .
. Garcia y asociados .

Carlos Garcia has three associates .
Carlos Garcia tiene tres asociados .

his associates are not strong .
sus asociados no son fuertes .

Garcia has a company also .
Garcia tambien tiene una empresa .

its clients are angry .
sus clientes estan enfadados .

the associates are also angry .

. los asociados tambien estan enfadados .

7a. the clients and the associates are enemies .
7b. los clients y los asociados son enemigos .

8a. the company has three groups .
8b. la empresa tiene tres grupos .

Oa. its groups are in Europe .
9b. sus grupos estan en Europa .

10a. the modern groups sell strong pharmaceuticals .
10b. los grupos modernos venden medicinas fuertes .

11a. the groups do not sell zenzanine .
11b. los grupos no venden zanzanina .

12a. the small groups are not modern .
12b. los grupos pequenos no son modernos .



Centauri/Arcturan

Your assignment, translate this to Arcturan:

1a. ok-voon ororok sprok .

1b. at-voon bichat dat .

2a. ok-drubel ok-voon anok plok sprok .

2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

Ob. totat nnat quat oloat at-yurp .
10a. lalok mok nok yorok ghirok clok .

10b. wat nnat gat mat bat hilat .
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .



Centauri/Arcturan

Your assignment, translate this to Arcturan:

1a. ok-voon ororok sprok .

1b. at-voon bichat dat .
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Centauri/Arcturan

Your assignment, translate this to Arcturan: farok crrrok hihok yorok clok kantok ok-yurp

1a. ok-voon ororok sprok . 7a. lalok farok ororok lalok sprok izok enemok .
|/
1b. at-voon bichat dat . 7b. wat jjat bichat wat dat vat eneat .
2a. ok-drubel ok-voon anok plok sprok . 8a. lalok brok anok plok nok .
/
2b. at-drubel at-voon pippat rrat dat . 8b. iat lat pippat rrat nnat .
3a. erok sprok izok hihok ghirok . 9a. wiwok nok izok kantok ok-yurp .
/
3b. totat dat arrat vat hilat . 9b. totat nnat quat oloat at-yurp .
4a. ok-voon anok drok brok jok . 10a. lalok mok nok yorok gh/irok clok .
4b. at-voon krat pippat sat lat . 10b. wat nnat gat mat bat hilat .
5a. wiwok farok izok stok . 11a. lalok nok crrrok hihok yorok zanzanok .
/
5b. totat jjat quat cat . 11b. wat nnat arrat mat zanzanat .
6a. lalok sprok izok jok stok . 12a. lalok rarok nok izok hihok mok .

6b. wat dat krat quat cat . 12b. wat nnat forat arrat vat gat .



Centauri/Arcturan

Your assignment, translate this to Arcturan:

1a. ok-voon ororok sprok .

1b. at-voon bichat dat .

2a. ok-drubel ok-voon anok plok sprok .

2b. at-drubel at-voon pippat rrat dat .

3a. erok sprok izok hihok ghirok .

/

3b. totat dat arrat vat hilat .
4a. ok-voon anok drok brok jok .

4b. at-voon krat pippat sat lat .
5a. wiwok farok izok stok .

/

5b. totat jjat quat cat .
6a. lalok sprok izok jok stok .

6b. wat dat krat quat cat .

farok crrrok hihok yorok clok kantok ok-yurp

7a. lalok farok ororok lalok sprok izok enemok .

|/

7b. wat jjat bichat wat dat vat eneat .

8a. lalok brok anok plok nok .

/

8b. iat lat pippat rrat nnat .

9a. wiwok nok izok kantok ok-yurp .

Ob. totat nnat quat oloat at-yurp .

10a. lalok mok nok yorok ghirok clok .
Lee*® Pprocess of

10b. wat nriat gat mat bat hilat . elimination
11a. lalok nok crrrok hihok yorok zanzanok .

11b. wat nnat arrat mat zanzanat .
12a. lalok rarok nok izok hihok mok .

12b. wat nnat forat arrat vat gat .



Statistical Machine Translation

1999

— one page per day, low

— limited domains, languages
— no commercial offerings

quality

2013
— fast, 50+ languages
— quality much improved

— products for business,
intelligence, end users

o shusia 3 0ash a8 i Y1 e sSall ol il Bl gal 855 oL sanl g o e gl i M) (e
Mae i) g Ol e Jlegeall et s i i o el Ay Sl dleal

Somali President Sharif Sheikh Ahmed during a visit to sites of government forces
and African in the district of Howden in Mogadishu that the current military
campaign "will not stop until Somalia is liberated from the youth and al-Qaeda. "




Statistical Machine Translation

Phrase-based MT
Syntax-based MT
Semantics-based MT

Many ways to mix and match



Learn Translation Knowledge from
Non-Parallel Text?

Parallel text

|

|

Translation model
(bilingual dictionary,
re-ordering patterns, etc)

English text Albanian text

N

Translation model
(bilingual dictionary,
re-ordering patterns, etc)



African Languages




Learn Translation Knowledge from
Non-Parallel Text?

English text Albanian text

N

Can we automatically

decipher Albanian into

English? l

Translation model
(bilingual dictionary,
re-ordering patterns, etc)




“First NLP Task Ever” (1930s-40s)
Breaking the German Enigma Cipher

over the

radio:

DFKWIFKS German
2  LWORISID S5 text

KSUEIFKR ..

input (intercepted ciphertext): DFKWIFKSLWORISJIDKSUEIFKR ..
output (plaintext): VASISTDASHERRCAPITANRICH ..

You can think of this like a multi-class tagging problem.
Each letter of ciphertext can get one of 26 tags (plaintext letters A...Z).



“First NLP Task Ever” (1930s-40s)
Breaking the German Enigma Cipher

Secret key =
initial rotor
ordering and
settings

Substitution system

N->)J

S E Reversible behavior
Substitution table changes

with every keystroke: NNN = JTE = NNN

Pnl'-lll'tlu\q{‘
nnnnnnnnnn
vvvvvvvvvv

NNN - JTE

Flattens out ciphertext
letter distributions.



Breaking Enigma

cipher
text

German

—> substitution ——> prqposed —> Isit German? ——>
T plaintext
guessed
key
\ You guys are wimps!

< 0 o 9
ey Ngeo X XA

SHANNON TURING KULLBACK




Breaking Enigma

cipher
text

> substitution ——>

proposed

! —> |sit German? ~—
plaintext

1

guessed
key

o ©O

K A

SHANNON TURING KULLBACK

—>

German




Breaking Enigma

cipher
text

proposed

> substitution ——> —> |s it German? —

plaintext

= 532 1%

POLISH CIPHER BUREAU &
BLETCHLEY PARK
LOOK FOR ENIGMA

/
/
~
> N SETTINGS THAT YIELD
PLAINTEXT PATTERN

“XYZXYZ...”

BOMBE

German




Breaking Enigma

cipher
text

> substitution ——>

proposed
plaintext

—> |s it German? —

1

guessed

RRR XA

POLISH CIPHER BUREAU &

BLETCHLEY PARK

LOOK FOR ENIGMA
SETTINGS THAT YIELD
PLAINTEXT PATTERN
“XYZXYZ...”

—> German

WINSTON
CHURCHILL



What’s the Plan for This Talk?

e Break a series of codes
— Simple letter substitution

— Phonetic substitution

e archaeology
e transliteration

— Word substitution
— Foreign language as cipher
* Bonus
— Two historical ciphers
— Final thought on translation and cryptography
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Letter Substitution Cipher

Encipherment key:
PLAIN: ABCDEFGHIJKLMNOPQRSTUVWXYZ
CIPHER: PLOKMIJNUHBYGVTFCRDXESZAQW

Plaintext: HELLO WORLD ...
Ciphertext: NMYYT ZTRYK ...

Key itself doesn’t change: “simple substitution”

What key, if applied to the ciphertext, would
vield sensible plaintext?



KDCY LQZKTLJKX CY MDBCYJQL: “TR

HYD FKXC, FQ MKX RLQQIQ HYDL

MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC.”



KDCY LQZKTLJKX CY MDBCYJQL: “TR

HYD FKXC, FQ MKX RLQQIQ HYDL

MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC.”

oNe

~ OOISH RPORPRRPWRW WEFENO0W

N<X=<CH0nNWIOVDO UTOZ=EZErx"aa=TTMOO®®>

NN O



KDCY LQZKTLJKX CY MDBCYJQL: “TR
HYD FKXC, FQ MKX RLQQIQ HYDL
MKL DXCTW RDCDLQ JQMNKXTMB

PTBMYEQL K FKH CY LQZKTL TC.”

oNe

N wpe RPORRPWR®W WkFENO0W0W

N<X=<CH0n0DITO  UOZ=ZrrXuU=ToOomTmmmooO >

NN O



KDCY LQZKTLJKX CY MDBCYJQL: *“TR

A
B 3
C 8
D7 #
- - - - - = E 1 .
HYD FKXC, FQ MKX RLQQIQ HYDL ;°
'
- - - - J 3 .
K 10 ##### V
MKL DXCTW RDCDLQ JQMNKXTMB L 10 4
- - - - - gl .
P 1 .
PTBMYEQL K FKH CY LQZKTL TC.” N g
'?'7 HHH V
U
V
W 1
X 5
Y 7 HH#HHH# V
Z 2



a -a .a - -
KDCY LQZKTLJKX CY MDBCYJQL: *“TR

A
B 3
C 8
- -a - - - o1
HYD FKXC, FQ MKX RLQQIQ HYDL ;°
H3 .
a o . .a 13
K 10 ##### V
MKL DXCTW RDCDLQ JQMNKXTMB L 10 4
] a .a. .a gi
PTBMYEQL K FKH CY LQZKTL TC.” N g
'?'7 HH#HH V
U
V
W 1
X 5
Y 7 #HH#HHH# V
Z 2



a e.a .a -e -
KDCY LQZKTLJKX CY MDBCYJQL: *“TR

- -a .e a . ee.e .
HYD FKXC, FQ MKX RLQQIQ HYDL

a - - e .e .a
MKL DXCTW RDCDLQ JQMNKXTMB

H#H

o O
A '
®*

- -€ a .a. e.a
PTBMYEQL K FKH CY LQZKTL TC.”

O #HH#HHHHHR V

N~ WRPRRFPR RPORPRPOMRPW WRPRNOW

#HH#E V

didn’t create “ae”

HHHH

N<X=<CH0n0WIOVDO UOZ=EZEr"a=TOTMOO®®>

NN O



a e.a0 .a -e O.
KDCY LQZKTLJKX CY MDBCYJQL: *“TR

- -a .e a . ee.e .
HYD FKXC, FQ MKX RLQQIQ HYDL

a O. . e .e .a o
MKL DXCTW RDCDLQ JQMNKXTMB

H#HHH# V

oNe)
e A
3

.0 . a .a. e.ao o
PTBMYEQL K FKH CY LQZKTL TC.”

O #HH#HH#HIH V

~ weE P RPORPPWEW Wk, N0 W

#H# V

don’t like “ao0” — back up!

#HHH#

N<X=<CH0nDWIOTVOUOZ=ZrX"G=TTIMOO®® >

NN O



auto repairman to customer: 1f
KDCY LQZKTLJKX CY MDBCYJQL: ““TR

you walt we can freeze your
HYD FKXC, FQ MKX RLQQIQ HYDL

car until future mechanics
MKL DXCTW RDCDLQ JQMNKXTMB

H#HHH# V

oNe)
e A
3

discover a way to repair it
PTBMYEQL K FKH CY LQZKTL TC.~”

O #HH#HH#HIH V

~ weE P RPORPPWEW Wk, N0 W

#H# V

#HHH#

N<X=<CH0nDWIOTVOUOZ=ZrX"G=TTIMOO®® >

N O O



Letter Substitution Cipher

plaintext samples,
unrelated to ciphertext

:ji*' ﬂ

P(p)

Qq&(‘j’ — plaintext p =——> {

—— ciphertext c



Letter Substitution Cipher

HE iy |
0 —— plaintext p ——» f — ciphertext c

P(p) P(c | p)




Letter Substitution Cipher

Find substitution-table values
ciphertext ¢ that maximize
P(c) =%, P(p, c)
=2, P(p) P(c | p)

HE iy |
0 —— plaintext p ——» f — ciphertext c

P(p) P(c | p)




Letter Substitution Cipher

Find substitution-table values
ciphertext ¢ that maximize
P(c) =%, P(p, c)
=2, P(p) P(c | p)

s % ,
Qq&(‘j’ — plaintext p —> %ﬁ¢ — CIphertext C
P(p) ......................................................... P(C | p)
....................................... "key, o
best guess

<+— | DECODE |+

plaintext p

Find plaintext p that maximizes
P(p | c) ~P(p) P(c | p)



Letter Substitution Cipher

Find substitution-table values

plaintext samples, ciphertext ¢ that maximize
unrelated to ciphertext P(c)=2_P(p, c)
p 4

Y % =1, P(p) Plc | p)

/A

L LT ,

iﬁé—» plaintext p =——> ;;Fijt I C|phertext C

P(p) ......................................................... | P(C | p)
..................................... ”key’ B

best guess

plaintext p

Find plaintext p that maximizes
P(p | c) ~P(p) P(c | p)



% of ciphertext characters wrongly deciphered

Decipherment Accuracy vs.
Cipher Length

100
i
ac \
\Z-gram
70
\

&0

3-gram \
=1 \
40

20 \
. N
o NN

Ty

o
0 100 200 300 400 500

length of cipher



Letter Substitution Cipher

Find substitution-table values
ciphertext c that maximize

unrelated to ciphertext P(c) =%, P(p, c)
%L“M% EM =3, P(p)°3 P(c | p)
A

\ [Ravi & Knight 09b]

plaintext samples,

ilﬁé—> plaintext p =—> :fﬁijt —— Clphertext C
P(p) ........................................................ P(C | p)
........................................ ”key’ B
best guess

plaintext p

Find plaintext p that maximizes

P(p | ¢) ~ P(p) P(c | p)3 € === [Knight/Yamada 99]



Reducing LM Weight During EM

100

90

80

7o

60

50

40

30

20

10

% of ciphertext characters wrongly deciphered

/\

1

\

\Z-gra m

\ Set EM to maximize
A\ j P(c) = Z,, P(p)° P(c | p)

instead of

;3-gram \ P(c) =2, P(p) P(c | p)

100 200 300 400 500

length of cipher
[Ravi & Knight 09b]



Plan for This Talk

e Break a series of codes

— Simple letter substitution 7T
— Phonetic substitution ARE
HERE
e archaeology

e transliteration
— Word substitution
— Foreign language as cipher
* Bonus
— Two historical ciphers
— Final thought on translation and cryptography



Phonetic Decipherment

ciphertext

primera parte
del 1Ingenioso
hidalgo don ..

[Knight & Yamada 99]



Phonetic Decipherment

ciphertext
primera parte

del 1Ingenioso
hidalgo don ..

[Knight & Yamada 99]



Phonetic Decipherment

“When | look at these

squiggles, | say to myself,
this is really a sequence of
Spanish phonemes, but it
has been encoded in some

strange symbols...”

OUR HERO

ciphertext
primera parte

,7 del ingenioso
hidalgo don ..

(Don Quixote)

[Knight & Yamada 99]



Phonetic Decipherment

ciphertext
SRR SEus Modern . @ _
T h Spanish , oo , Primera parte
iis counds SEaanoee del ingenioso

hidalgo don ..

Phoneme Phoneme-to-
trigram model letter model (Don Quixote)
P(L | tSa)=0.03 Ply | L)="

26 sounds:

32 letters:

B, D, G, J (canyon) . 2 s .
o ’ h, 46100\,

L (yarn), T (thin), a,

bdefoikl a,b,c,defeg,
’ Iellglll i <P D <> . .

; h,i,j, k1, m,n,
m,n,o,p,r

rr (trilled), s, o,p,q,nstu
t, tS, u, x (hat) v, W, X, Y, Z

EM approach = 93% accurate phonetic decipherment

[Knight & Yamada 99]



What if Spoken Language
Behind Script is Unknown?

Build a universal model P(p) of human phoneme sequence
production

— human might generally say: K AH N AH R IY

— human won’t generallysay: R T R K L K

Find a P(c | p) table

— such that there is a decoding with a good universal P(p) score

Phoneme & syllable inventory

— if z, thens
— all have CV syllables; if VCC, then also VC

Syllable sonority structure
— dram, lomp, ? rdam, ? lopm

Physiological preference constraints

— tomp, tont, ? tomk, ? tonp [Knight et al 06]



Unknown Source Language

# of syllable consonant/  jE—] primera parte
—p syllables == B ——p type =—p B —p yowel ———— ~—del ingenioso
in word sequence sequences E hidalgo don
P(1) =" P(CV)=" P(V|V)="7? Pla|V)="
P(2) =" P(V)="7 P(VVW | V)="7 P@|C)="7
etc. P(CVC) =7 etc.
+ 7 others
Input: primera parte del 1ngenioso

Output: NSV_NV_NV NVS_NV NVS VS_NV_.SV_.V_NV ..

S = sonorous consonant phoneme
N = non-sonorous consonant phoneme

V = vowel phoneme |
[Knight et al 06]



Phoneme Substitution Ciphers

When | look at street
signs in Tokyo, | say: this i ¥k =
is really written in '

English, but it has been Tl—tﬁ‘)j—t—j—ﬂ'—

AEHOY—-ERX

JLED-bE— - - ¥2T0
ARL—F3-b—--- - ¥420
=~a-xX - - - - ¥470
A 27 )— b-----¥570
— 2k (& . s A

coded in some strange
symbols. | will now
proceed to decode!

ul/

Parallel data: [Knight & Graehl 97]
Non-parallel data: [Ravi & Knight 093]

OUR HERO



Plan for This Talk

e Break a series of codes
— Simple letter substitution

— Phonetic substitution

e archaeology
e transliteration

— Word substitution

— Foreign language as cipher
* Bonus

— Two historical ciphers

— Final thought on translation and cryptography




Word Substitution Cipher

............. France.........Britain..................Canada...
...Mexico..................Indonesia...... Malaysia...
...Britain........... Canada........... Australia...
..... Britain.............France................Indonesia.........
....Mexico..................Australia................France... <.
L BIItAIN . Key Point: These texts are
| not related to each other.
TRAIN
............. knd!... bryT!ny!
) e knd
EE H:H__ b HmKSYK....oooooiii,
—( pIaintexte — by ...Indwnysy!......IImksyk......
:H: :H: ............. bryTiny.....Im!lyzy!...
........ bryT!ny!........frns!......
edstrllylIndwnysyl..
P(Sentence has wil | P(f | e) = fINS! e frns!
sentence has w2) 7X7substtable | = o ””S’",'S"t'r?l;y,“”y’ """

[Knight et al 06]



Word Substitution Cipher

............. France.........Britain..................Canada...
...Mexico..................Indonesia...... Malaysia...
...Britain........... Canada........... Australia...
..... Britain.............France................Indonesia.........
...é\/lrieigli(r:]o..................Australla................France... Key Point: These texts are
| not related to each other.
TRAIN
............. knd!... bryT!ny!
v ) Lknd!.l

olel
i

— plaintext @ =—

mencely HMKSYK e

edstrllylIndwnysyl..

P(Sentence has wl | P(f | e) e frs!o e, frns!

sentence has w2) 7X7substtable | = o ””S’",'S"t'r?l;y,“”y’ """

Australia = Istrily! (0.93) Indwnysy! (0.03) mllyzy! (0.02)

Britain - bryTIny! (0.98) !ndwnysy! (0.01) !str!ly! (0.01)

Canada - knd! (0.57) frns! (0.33) milyzy! (0.06)

France - frns! (1.00)

Indonesia = I'ndwnysy! (1.00)

Malaysia = milyzy! (0.93) Imksyk (0.07)

Mexico > Imksyk  (0.91) m!lyzy! (0.07) [Knight et al 06]



Decipherment Accuracy %

100

90 |

g0

10

60 |

50

40 |

30

Word Substitution
(Full Vocabulary, Giga-scale)

Type Accuracy —+—
Token Accuracy —=—

10k

100k

m 10m

100m 1b 10b

MNumber of Tokens in Ciphertext

(Dou & Knight 2011)



Foreign Language as a Cipher

“When | look at this giant corpus
of Arabic, | say to myself, this is
really English, but it has been
encoded in some strange
symbols!!! Let’s decode!!

I”

Laa

&

OUR
HERO

Ty
!

#

:’|
j

‘Jﬁ;&wbﬁﬂ’mw..:. \M‘w&ﬁ)uaﬂ‘)
G pslls il LA pulT A JAN 5159 iy pua
L) a shaill sale ) Jil ) (e ey 45) Led

i
:

A a3l 1Y) Jiall Casall S of il 58 e
Lomg il LAY 8 Galea Lpadal) o laal,
o8 458 e iala e naa saise b ole

EFE il ol e Oty 4] (I 1 ANy o) Al
i'l; — plaintext e ——> 5 > oo e

OsSoms e ol ulan Cana 13" Gilal 5 ccllasYL

13 J 58 aaall o g o cihanlil) Q] HLa 128

Ala s dS el

@A deal Lihadil) Ao Sall () ond agila 0

P (f | e) B PR S W U W | U EX (FPX BQ Y PRI |
Sl aal Y1 038 5 jalie 3y 55 Jiil ul off ST

gl il e L3 shu,
B g Al paipe SIS AJALS 8 8 JE ‘
Gt Y Lkl g3 8 (e (O senaiand il ol 5 A alE 6
,Au,r‘ws):gu\su,gu‘y\mdsa,gu
)\ﬁﬁyum&uﬂl;\dsj'djéﬂb)g\a.d\):\m
Jall gaad



H@!m

Hywm
lHth!ny&
lH@!m !Im!Dy
Sfr

@'m

thiny&

@!m 1992
@!m 1993
ywm
'sbw@ !Im!Dy
fy lldqyq&
Hsn& !jlry&
lIsn&

llsh=hr lIm!Dy
lish=hr lljlry
snwlt

sn&

=hdh! ll@'m
sl@&

lH@Sr

@!m 1991

HH@Swr

. . =hdh! llsh=hr
Time Expressions ..

nys!n

@!m 1990 Isbw@
w!lth!ny& =hdh=h !ll'y!m
fy llywm gbl 'y!m
mn !sh=hr lljlry fy H@Sr
ligrn mn !lsn&
I'yIm lsnw!t
@!m!aN b@d ywm

> A N R, ) X
dgyq& thllth& lylm
=hdh=h !lsn& gbl Isbw@yn
ywmyn fy Hywm !lt!ly
mn !1@!m !Im!Dy sh@b!n
lIsn& !Imgbl& tmwz
fy llsn& 3 dhw lIHj& 1414
kl ywm fy shb!T llm!Dy

fy l@'!m !Im!Dy gbl ywmyn



Time Expressions

<n><n>* ??2? 19<n><n>

9 Hzyr!n 1942

8 tshryn !llwl 1990
7 klnwn !llwl 1993
6 !'ylr 1993

6 I~Adhlr 1991
5shblT 1950

4 Hzyr!n 1989

30 I~Adh!r 1944
29 lylr 1945

29 I~*Adhlr 1993
28 kInwn !l!'wl 1994

27 tmwz 1993

26 tmwz 1953

26 shb!T 1993

26 k!nwn !l!lwl 1994
25 lylwl 1926

24 '~Adh!r 1993

22 lylwl 1957

22 tshryn !lllwl 1948
22 tmwz 1952

21 lylr 1994

21 k!'nwn !l!'wl 1988

21 Hzyr!ln 1967

20 'ylr 1990

20 tshryn 'wl 1983
20 tshryn !ll!'wl 1921
1 lylr 1994

17 Hzyr!n 1972

16 lylwl 1919

16 Hzyr!n 1984

16 I~Ab 1929



Time Expressions

<n> Hzyrln <n>

NN NDNDNMNNMNNWSEPOOO N

\V

5 Hzyr!n 1967

fy 30 Hzyr!In 1989
30 Hzyr!n 1989
fy 30 Hzyr!In 1994
fy 30 Hzyr!n 1993
fy 19 Hzyr!n 1967
ywm 30 Hzyr!n 1989
w 6 Hzyr!n 1994
gbl 5 Hzyr!n 1967
fy 9 Hzyr!n 1967
fy 7 Hzyr!n 1981
fy 6 Hzyr!n 1994
fy 5 Hzyr!n 1967

NN DNDNDNMNDNMNDNMNMNDNMNMNDNMNMNDNMNMNNMNMNNMNMNNMNDNDN

fy 30 HzyrIn 1995
fy 18 Hzyr!In 1994
fy 14 Hzyr!n 1993
fy 14 HzyrIn 1991
fy 12 Hzyr!n 1990
7 Hzyrln 1994

6 Hzyr!n 1941

26 Hzyr!n 1994
21 Hzyrln 1994

1 Hzyr!n 1994

19 Hzyr!n 1965
18 Hzyr!n 1994
18 Hzyr!n 1940
12 Hzyr!n 1993
11 Hzyr!n 1994



Search query __| Documents _

Tlme Expr January 4, 1967 8040
I February 4, 1967 9270
<n> Hzyr!n <n>
March 4, 1967 10700
13 April 4, 1967 21800
12 - 193
. 5 Hzyrin 1967 May 4, 1967 14000
6 fy 30 Hzyr!n 1989 June 4, 1967 39300
6 30 Hzyr!n 1989
4 fy 30 Hzyr!In 1994 [y, 12150 2300
4 fy 30 Hzyr!n 1993 August 4, 1967 7970
3 fy 19 Hzyrln 1967 September 4, 1967 7390
2 ywm 30 Hzyr!n 1989
2 w 6 Hzyr!n 1994 October 4, 1967 8800
2 qbl 5 Hzyrln 1967 November 4, 1967 6560
2 fy 9 Hzyr!n 1967
2 fy 7 Hzyrln 1981 December 4, 1967 9770
2 fy 6 Hzyr!n 1994
2 fy 5 Hzyr!n 1967



Time Expressions

fy Hzyr!n 1992
Hrlb@ mn Hzyr!n

fy Hzyr!n 1967

fy 30 Hzyr!n !Im!Dy

fy n=hly& Hzyr!n lIm!Dy
fy Hzyr!n 1991

mn Hzyr!n

mndh Hzyr!n !Im!Dy

4 Hzyr!In

16
16
15
15
15
14
14
14
13
13
13
12
12

n=hly& Hzyr!n lIm!Dy

fy Hzyr!n 1990

sh=hr Hzyr!In

fy sh=hr Hzyr!n lIm!Dy
fy Hzyr!n 1994

mn 17 Hzyr!ln

fy Hzyr!n 1996

fy 30 Hzyr!n

fy sh=hr Hzyr!n

fy 20 Hzyr!n !Im!Dy

4 Hzyr!n 1967

n=hly& Hzyr!n

Hrlb@ mn Hzyr!n 1967



Deciphering Spanish Time Expressions

MT quality
on test set

(Edit distance,
lower is better)

[Ravi & Knight 11]

no parallel data,

word-based MT
|

parallel data,

word-based MT

100 I I I I
Parallel-train (MOSES: phrase translation, LM=5-gram) — =
Parllel-train (IBM Model 3: no re-ordering, LM=phrase-path) — =
Decipherment (LM=phrase-path) —#%—
60 - .-"':"31;";\..
H\ i*
i . )
\\ w3 ¥
20
| | B & =
= — — ==
0 | | | |
10 100 1000 10000 100000

Training data size

parallel data,
phrase-based MT

local re-ordering



Exploiting Giga-Scale Non-Parallel Text

Accuracy of learned
bilingual dictionary

not translations

of each other
|

[

English Forei
toxt oreign
text

N/

deciphering
engine

/

bilingual
word-for-word
dictionary

40

35

20 +

159

10

(Dou & Knight subm.)

Newest Method

Spanish/English

[Dou & Knight, 2012]

a—
T

100k

T million 10 million 100 million

How much foreign text (running words)



Plan for This Talk

e Break a series of codes
— Simple letter substitution

— Phonetic substitution

e archaeology
e transliteration

— Word substitution

— Foreign language as cipher o
L . HERE
— Two historical ciphers

— Final thought on translation and cryptography



Copiale Cipher
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[Knight, Megyesi, Schaefer 11]



105 pages, 75000 letter tokens,
no word spacing, no illustrations.
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Copiale Cipher

Section headers

) .}c’iﬁomwmﬁ;ﬁc?fmrzxﬁac j'mz rlﬁnﬁacf gféa[ : qu
%'j?étf‘:difz\nl'ufré'f_ngﬁ hﬁﬁﬁ?&?{ﬁ@hﬁﬁb\@b :

| /ugi%]:zsxﬁﬂ[:B’Ej_r’égc‘iﬁfc'lgéb‘?;xHc@ﬁ]:rwra’r}mwn.

| ,;c‘gcﬁr?’i[ﬁf&nofi:?b:-rvmh&&"rm.ﬁ;;mﬁﬁc?ﬁr

- foepdimicoerihiréyy

O

Lines =
equal length

<«

S -'ﬁlpci'm%@/r'.f-/s.é:gb.
s Nnjx F?&wmﬁé‘g&éqfﬁﬁmyﬂ :Mzﬁﬁ

wres}iic lep@mn id pempapligzimis bnyfszniipu|sup:
1{1}%}9}1Tg&:xgé‘c'@gﬁ@w?féﬂz:gﬁa&mvi:sn&b%ﬁ
1411)-;51,7}}_5,J;;B'}ifir_m{r{}lmfvg)ﬁdiFgza@quﬁmﬁrg[ﬁ
m;bzéﬁgﬁgﬁijﬂmﬁé&ﬁcEﬁlh:,‘ﬁzﬁ%rdﬁfqﬁfﬂcﬁ
,f] ?’é[ﬁfuﬁ?flpgw@fﬁb(ﬁj‘féﬁgﬁﬂ’l{iﬁmt"E"'m“"';’:“q"' . .
nésadGimbonmanprdshahinomz Paragraphsoand. section titles
cspdiprunn A=yl always begin with

A ps'»,mjt capitalized Roman letters.

_wqu-rgrré‘:ﬂéjf\@ gﬂaﬁérjym'.
' - HNpéosbhAn.

CEFV&; é'rf Vé‘r&rﬁr/&ﬁn@ﬁ@ﬂé?&f@:“}kﬂ]

Some scratch-outs, rare

JaA Jﬂ

Preview text fragments

Non-enciphered inscriptions:
Copiales 3 and Philipp 1866

(“catchwords”)



450

Letter Frequencies

400

350
300

250

200

150

100
50

0

A|zghé1]taqnﬁy+62ﬁ::?n

digraphs:

7 R
R oA

Z A

99
66
49
48
44

trigraphs:

2 A 47
c:u 23
N2 R 22
yoH 18
fe| 17

bgihéﬂc)GgﬁnAfpr&npmﬁxslaxm66e8fuhr(rifsoﬂutduwxngwfm‘q@}oAm/§4x

tendencies:

AN

C L,O
AN A A
, O

(1I c?

, u followed by 3 and |
, u preceded by z and



Clustering of Cipher Letters

letters grouped if they have similar contexts (L/R neighbors)
Scipy software

4

=

|

|

i

{

IS

|

|

|

il

oot | 3 |Are ngmragrimE¥h: Ip w26 K As qxz muknwir fhoai dc by ugei m¥=udoppdariet yun ffin

thanks Jon Graehl



Clustering of Cipher Letters

letters grouped if they have similar contexts (L/R neighbors)
Scipy software

i -
. i

I
oot | 3 |Are ngmragrimE¥h: Ip w26 K As qxz muknwir fhoai dc by ugei m¥=udoppdariet yun ffin
| , L Y J | ,
underlined unaccented circumflexed

letters Roman letters vowels

thanks Jon Graehl



First Decipherment Approach

unaccented Roman
letters that cluster:

abcde fghi
Klmnorqr‘s

most common letter = 12%
least common = very small

xmurpzis £|yrheihwanwaabAgzz

] 7[21_1|!Qé/\ﬁr" gxAh FrRRALinpi]arSpAa
Z9zwtr YEcAr6A+berit xyilrzu fRz,
wXjpdp=uaskmEm|an gdlx hzak |l x5
g eiAbfum ¥izvzajxopmmzhncdo9g
zu+pgRn ke€aghah R patatak|réyma
+hﬁr.zsanb$rl-t-:s_r"K\ipGﬂﬁAéﬁAg:nz.x
proonzps fFRnrwz Eyngzrrgdaanzyx
e yrigruAbgatbSulfhadaeznsd

it a@6abn fmd
K)fng—l:tnicbbfz_mx becipher against
Hoeg TR 80 plaintext languages.
Fegnxbgbech .. | ~=F




First Decipherment Approach

unaccented Roman
letters that cluster:

abcde fghi
Klmnorqr‘s

most common letter = 12%
least common = very small

xmurpzis £|yrheihwanwaabAgzz
]7lzgpgéAﬁﬁngﬂﬂﬁh=ﬂA’g_]np’ilm‘GﬂAa
Z9zwtr YEcAr6A+berit xyilrzu fRz,
wXjpdp=uaskmEm|an gdlx hzak |l x5
g eiAbfum ¥izvzajxopmmzhncdo9g
zu+pgRn ke€aghah R patatak|réyma
+hﬁr.zsanb$rl-t-:s_r"K\ipGﬂﬁAéﬁAg:nz.x
proonzps fFRnrwz Eyngzrrgdaanzyx
e yrigruAbgatbSulfhadaeznsd
[irc[3géabn hmd

X fnglxnach famx
\ I 4 - ?P‘\\' st

lbuveghtrhbxgaxn languages
Fegnxbgbech .. | ~7 S




Second Decipherment Approach

Homophonic cipher,  xmurpzis £|yrH e rianraabAgzz
e.g. iz epQladrgrah {rh fasinpijarsjaa
t z9zwrryecArdatbzn ik yiirzu £z,
=¥l Y T oeg i x| POz |uaskmém|an gdljx h=A |l X8
VR o iabifumFizoz8jxoimmzhacbogg

M zitpn k€aghak ik aatatax|reyma
+hﬁr.z.6;51_1_b$rl+:1r"xflp6ﬂﬁgéﬁ/\g.:nz.x
proonzfa fharwe Eyng=rrgdaanzyx
it yrigruAbgatbSulfhadaezn s
[irc[3g6Abn hmad




Homophonic Cipher

Result of computer attack on Copiale, using
80 possible plaintext languages?

e

But, slight numerical preference for
German




digraphs:
2 h 99
C: 66
hAa 49
48
z 44

Cipher Characteristics

trigraphs:

tendencies:

2 ® A 47
c:u 23
N2 H 22

yoH 18
el 17

AN A

a, e 1,5 ufollowedbyaandj

a, e, 1,5 upreceded by zand

C

should appear
adjacent in German text

Make full digraph table for cipher and for German



Key Observation #1

In Copiale, 2 almost always followed by h

In German, C almost always followed by H
(German CH is like English QU)

Soguess: 2=, Tt= H



One Thing Leads to Another

oh=CH > 9IRA=CHT > A=T?

Each step is guesswork.
Must be willing to retract. N

Weird task, not knowing German.
No longer care what the book says.

Cluster diagram crucial: Tﬁ

g=l > ==l e
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Key Observation #2

unaccented Roman
letters that cluster:

abc'aefg,hi
Klmnorqr‘s
tuvwxyg

xmurpzis £|yrheihwanwaabAgzz
Plzupgtrdrgxahfthasingijarbpac
Z9zwtr }’EcAraﬁ-t-bz.th xyilrzu fRz,
wXjpdp=uaskmEm|an gdlx hzak |l x5
g eiAbfum ¥izvzajxopmmzhncdo9g
zitpypn x€aghaf jif patatas|réymad
+hf'\r.z.6;5r_1.b$rl+:s_r"x|'1p6 phatingznzx
proonzps fFRnrwz Eyngzrrgdaanzyx
e yrigruAbgatbSulfhadaeznsd
[irc[3géabn hmd

Actually, those are space bars



Copiale Decipherment

lit:mzp|bl
va|iAsxpXgjwn
wﬁ]ﬂﬁﬂ?fa&a:fnﬁbagr@{
) [} Jflil-l—E]nImTﬁ,rli ;‘
cujfeatpptonax
dxukh EI’L +if~p#mnta: ¥ ?A[E}ﬁiqzt’tﬁﬁlﬁ:ga.
Furléprmaziz..
mofra+pgyuxz8amnd nfif +1f.
'K.fﬂﬁt-'[lZlaﬂﬂjh'h'ﬁ'ﬁi_lhﬂwa;}b&}l:]fllllrgihaf‘ﬂxﬁh
:ﬁﬁ‘h'ﬂnﬂnpﬂ;_u*Gﬂnn:gzuorrjicﬂréﬁbzqﬂj&jf'iitzg;ﬁg
wipop=[liasimém|in gd|xfzah | xBu[riabifurm yjzo
zdjxopmmzhincdo9gz utpyfn x€ashah jif gatatnk|réy
n_tﬁ+hﬁrzﬁ;:.n,bﬁq_ﬁUrxﬁpcﬁﬂﬁgtﬁaQ:nzxpxmnzlaffh.ﬁnw
:_Ejfng,:rrrg,é‘manz“Krrq_'|Ljayftgrru]gbg,mfbé‘ﬁrﬂhaanc
zqﬁlﬁicragéanhma:
nirltipeophdrapabih aix Orgszamejzuli

gsmilcondnjomEguadarajzotr xug sk @n|n sbzn
AEﬁr‘n63|":1_m:r_zlﬂ‘flrlar‘nq_ﬁza1|d‘tg|‘16'5$jnun€g,&ﬁﬁ
FSET A
c.fl:“‘ﬁﬂl_lb‘rhﬂf::fa.

hz1Tl_ﬂ139|=1YLﬁt&ﬂwﬁa@ps#rGTaTﬁﬁﬁﬁg[iznw
zpsznfixrzjjndyjpgre jrhlobjiaxngha yhibeszbrnpud
X8|ir:iav|oon.

lwa frhigzyrpalamamparajaoeynr.

gesetz buchs
der hocherleuchte & e @

geheimer theil.
erster abschnitt
geheimer unterricht vor die gesellen.
erster titul.
ceremonien der aufnahme.
wenn die sicherheit der A durch den dltern

thiirheter besorget und die A vom dirigirenden R

durch aufsetzung seines huths gedfinet ist wird der
candidat von dem jiingern thiirhiiter aus einem andern
zimmer abgeholet und bey der hand ein und vor des

dirigirenden & tisch gefiihret dieser frigt ihn:
erstlich ob er begehre < zu werden

zweytens denen verordnungen der @ sich
unterwerffen und ohne wiederspenstigkeit die lehrzeit
ausstehen wolle.

drittens die .oﬂ. der @ gu verschweigen und dazu
auf das verbindlichste sich anheischig zu machen

gesinnet sey.
der candidat antwortet ja.



Copiale Decipherment

litzmzp|bl
Vxafiaskpkziwn
naloﬁﬂﬁaéﬁzfnﬁb{}ur@{
5“ ﬁili—ﬁ]nrnﬁtt‘li ff
ci]I‘EatilpT_qq_n:K
2 )it Erl FarpAmALyy ldoig i xajeeuD.
Furlixanziz..
mojra+agyuxzdamni nhik+1f.
Kfnﬁt:rnaﬂﬂj'w‘hﬁmimmrﬁab&gliij‘llurgﬁﬁﬁf‘ﬂlﬂﬁ
:ﬁr‘~1‘rﬁ|Aﬂnpt|ﬂf~6ﬂnn:gzwnficﬂréﬁbzqﬂj&yittzg;1{
wXjpopz[luasimbm|yn ga|x fzah |l xSl riabium ¥izv
z@jxoimmzhrcdoggzitpyn x€aghah i gatatad|rsy
ma+hfirz8anbin +arxfipbphating=nzxpyoonzys fhnrr
zeyng=rrgdaanzyrmnikyrione A bgatbEil §h a8ne
zqalﬁﬁcragﬁhbqﬁma:
anvI‘E.L‘p:ﬁphaf-apxb‘ﬁﬁaﬁxOg,s:afniizgli

gsmilcondn|or€guddarajzer xugriax @nn sbzn
agrm[uazrzlph rjawmn dzjdirNE8s favzigg it
FSEN A
cpz|fah ubmat 2.

hzinasglezn iz fnris@psarsistiyéulizar
zpsznhd rzpnSajpgme Frh bl axagha Fhibeszbinpud
X8r:uav|toon.

(w83 fohgz upalnmamprajaceznr.

First lawbook
ofthe & e @

Secret part.
First section
Secret teachings for apprentices.
First title.
Initiation rite.
If the safety of the A is guaranteed. and the A is

opened by the chief A . by putting on his hat. the

candidate 1s fetched from another room by the
younger doorman and by the hand 1s led in and to the

table of the chief A . who asks him:

First. if he desires to become <.

Secondly. if he submuits to the rules of the ® and

without rebelliousness suffer through the time of
apprenticeship.
Thirdly. be silent about the 4 of the ® and

turthermore be willing to offer himself to volunteer
in the most committed way:.
The candidate answers yes.



Copiale Decipherment

lit:mz|bl Documentation at First lawbook
0jaftasxpiglwn http://stp.lingfil.uu.se/~bea/copiale of the O ¢ O
Walﬂhﬂfaa&-a:?hﬁngP@{_ Google: “copiale” Secret part
GHT}‘-‘LT airlrﬁhtrltf. I;irst seStimll
cujfeatpptonax

? xuhEn rurpRmats:y ldoig i xajeeuD.
Furlsjxaaztz..
mojra+agyuxzdamni nhik+1f.

xirpzid £y h ik uantdabAgzziplzupgiadigxath
:ﬁr‘~‘fﬂl,ﬁinpt|ﬂf~6ﬂm:gzwnfic&réﬁbzqﬂﬁyitnzg;1{
wXjpopz[luasimbm|yn ga|x fzah |l xSl riabium ¥izv
z@jxoimmzhrcdoggzitpyn x€aghah i gatatad|rsy
mﬁ-rhﬁrzEg.nbsq_+:1Fx.flpéﬂ’fm'cﬁng.:p,zxpxoonzp;‘hﬁmr
zeyng=rrgdaanzyrmnikyrione A bgatbEil §h a8ne
zqalﬁicragéhbqﬁma:

nirfeupeophoroapabih aix Orgszaméjzuli

}Sﬁﬁmh3ﬂlﬂweyg'ﬂ&'ﬁﬁﬂ]zgﬁtﬁggwﬁaxgnhﬂ):n
agrm[uazrzlph rjawmn dzjdirNE8s favzigg it
FSEN A
cpz|fah ubmat 2.

hzinassjezn iz nris@parsistmiyoulizar
zpsznhd rzpnSajpgme Frh bl axagha Fhibeszbinpud
K8|ursiav]ioon.

(w83 fohgz upalnmamprajaceznr.

=

Secret teachings for apprentices.
First title.
Initiation rite.
If the safety of the A is guaranteed. and the A is

opened by the chief A . by putting on his hat. the

candidate 1s fetched from another room by the
younger doorman and by the hand 1s led in and to the

table of the chief A . who asks him:

First. if he desires to become <.

Secondly. if he submuits to the rules of the ® and

without rebelliousness suffer through the time of
apprenticeship.
Thirdly. be silent about the 4 of the ® and

turthermore be willing to offer himself to volunteer
in the most committed way:.
The candidate answers yes.



Voynich Manuscript

e Medieval |IIustrated nuscrlpt
e 235 pages, 6 sections, 38k word tokens, 35 letter types
e Undeciphered
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Voynich Manuscript

E - A‘J' _ﬂl"i’rr e AT L = ey
‘“‘; (HTJ y t¥e
%" '5 o N rPJ{’ ‘ol fri?‘,’.:fﬂ““i oTese
‘ ﬁ?rr: ‘) TA'P +9 101{9 ’ e =
i =T - .'.'.:,,:-' i " \wn j

Pesog ofeeg 40g WCC§9 4-olch9 40%g xc¥crg 40¥ctcg jffow oHogeg
2cg 40Kcsg 40fowW 89 4offccg cxesg 4offccg 4olfccg gexesg roHg
8ckcg 40%cccg saRcucsg 4olfcg 40Hg

] Y VS VAR N B

BSC8AE OPCC9 40E FCC89 40FCC9 40P9 SCBS9 40BSC9 EFAM OPAE29
27C9 40FC89 40FAM Z89 40FCC9 SC89 40FCC9 40FCC9 ESC89 EOP9
8ZC9 4OPCCC9 8ARSC89 40FC9 40P9

% ., f‘ qﬁ Jaﬂ-",ﬁ \ = Y




Vovynich Letter Substitution

Latin letter trigram model

i VAS92 9FAE AR quiss squm IS
) APAM ZOE ZOR9 onum pom
a = {all Voynich letters} QOR92 9 FOR quss hates s
b = {all Voynich letters} ZOE89 .. qum hatis .

c =2 {all Voynich letters}

z =2 {all Voynich letters}
9

VAS92 9FAE_AR_APAM_ .



Letter Clustering

Trigram model over {a, b, _}

aa _bab _ abaa_
Sample tagging with learned model:
ab_ bba_ babb __

a—> in_the_town_
bbaba_ a _
where 1 _

b >

__

\5



Letter Clustering

Trigram model over {a, b, _}

aa _bab _abaa

Sample tagging with learned model:

27227272 _ 222?272 _ 272 _
a =2 {all Voynich letters} VAS92_9FAE_AR_
272272 2272 _ 22272 _
APAM _ZOE _ZORY

b = {all Voynich letters}

9

\2
VAS92 9FAE_AR_APAM_ .



Letter Clustering

Trigram model over {a, b, _}

aa _bab _abaa

Sample tagging with learned model:
bbbba abba_ba_
3> VAS92 9FAE_ AR _
bbba bba_ bbba_
APAM _ ZOE ZORY9 _
b—>
__

\2
VAS92 9FAE_AR_APAM_ .



English

Voynich

Letter Clustering

P(letter | tag)

a—> AE

M
b% B QFH "IY
L w
a—>
b->
4

P(a)

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

P(tag | letter)
P(a)

014SWYXQCAFPBIO8V*2HEGTRKUG6JD93NMS5L



Word Clustering

Bigram model over {a, b}

J

aabababaa..

\

a—>

b->

Sample tagging with learned
model:

a a a a a
VAS92 9FAE AR APAM ZOE

a a a a a .
ZOR9 QRC2 9 FOR ZOE89 ..

J

VAS92 9FAE AR APAM ZOE ZOR9 QRC2 9 ...

N

WAIT,
WHAT?




Word Clustering

Voynich words tagged as “a” < pages 2

600

400

200
0 ittt oot DL, I|. gl L ol ..|||.II||I||||.|I|I .||||I|||I||| Julil,, .|.I|I|

TOLTOTT T T T T T T T T T L L T T T T T T T LT T T T T T T T T T T T T T T T T T T T T T L L O T L T T T T L L T T T T T T T T or T
T O o O O OO OO OO OO = O = O O O d O d O A O d O A O O " O -

A NN OON < TN N O ONNOOONOOOO d dA NN OO T 1NN O ONNNOOWWOD O OO H N
L B B T T O B O B O IO R IO B O IR B = R I B oV I oV A o VI o VI o

Voynich words tagged as “b”

600

400

200
0 1] I |||| |||||| ” || || il “ || [T M TN TR

|—|LOHLOHLO\—|LDHLD\—IkDHKDHLDHLOHLO\—|LDHOHOH\DHLDHKDHLDH&DH&DHLDH&DHLD\—I
NN OO - TN N O O NNMNOWODWOO OO d A NN OMOMOSTS TN WM O OMNNOOOODO OO d N
L I B B IO T O B O B O O R I B B R = A = RS T = I oV I oV A o VI o VI o\




Word Clustering

Voynich words tagged as “a” < pages 2
600
400
200
o Wttt ottt Dt L sl 0l ,.,l,.,\l,.fmmmmmmm%m,l,.,lﬂll|,.,|,|,|,| ,,,,,, .,|,.,|,|,|,|,|,|,|,|,|, Tl Ll
M P RReRSSEiRC8RR®S5888 038832888288 d8axR
Voynigh words tagged as “b”
600
400
200
o

Voynich sections, per drawings observed.
Captain Currier’s “two languages” (1976).



; An Application of PTAH to the Voynich
] Manuscript (U)

BY MARY E. D'IMPERIO

pproved for Release by NSA or
6:03-2000 FOIA Case # 58742

A

—For—trrrret—abcs—

e e

(U} This article is the second in a series of studies applying some modern
statistical techniques to the problems posed by the Voynich manuscript. This study
~attempls to discover and demonstrate regularities of patterning in the Voynich text
subjectively noted by many earlier studenis of the manuscript. Three separate

PTAH studies are described, attacking the Voynich text at three levels: single
symbols, whole ‘words,"' and a carefully chosen set of substrings within *'words. "’
These analyses are applied to samples of text from the '*Biological B'" section of
the manuscript, in Currier's transcription. A brief general characterization of i th
PTAH is provided, with an explanation of how it is used in the present E“pcr m e

plicati mer. Mr
application. . .
- - king on his

e . -t g e A ey i e

s a general
Analyses),

— T

program, He was struck by the passage ‘*immenso Ptah noi invociam,” and
named his program after the Egyptian god. The name was ultumaicly

extended from this program, implementing a particular application of the
1970s NSA report method, o the method and 11s mathemaltical theory as well [2, p 85]
recently declassified! According lﬂzﬂf R51, the name is pronounced ‘‘*however you
like’* [B]. The technique itsell and its uses are classified Top Secret

Codeword.

| | chose PTAH
for the present study for lwo main reasons: first, because of the applications

of PTAH 10 book codes, and second, because | wished to lcarn more aboul
PTAH itself |




National Security

Agency

NSA applies statistics to
ciphers, codes, and other
language processing problems

NSA employs more
mathematicians and R
linguists than any other
organization.

NSA has more computers

than any other organization.

?7?

1970s paper on
HMM Voynich

Oh yeah -- we’ve been
on Mars since 1962.

1950s

1960s

1970s

1980s

1990s

2000s

2010s

2020s

Association for
Computational
Linguistics

1993 paper
on Statistical
Machine
Translation

2011 paper on

HMM Voynich

ACL applies statistics
to language processing
problems



10-Class Word Clustering: English

e ONE | s
e 'SECOND WHO
THAT
oo o DESIGN_HAR LONG,™ SHADE /A wick
, sorer BLAISE 0. HEAD " OTHER 1=
== BUT DRUG, = EYES _ RIGHT T2
00D o cﬁﬁ%\wnﬁﬂnemons v e MA SHIT v el
etC etC etC D;:imcﬁ G.M::m;mw H:mqmﬁmu vl MLLION MEN FATENF
DG O e L e P
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SECD?SDNT e e u r\l‘:\ | .’..:: '.s 1 .-:,.' THAMET
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‘“‘“"“ SOME VERY YoURE

DOWN
D oo = ol = IN T THER WERE
LAY ' YOU

OE rrom == JIST-%H, TO

etc etc etc
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Other Unsolved Ciphers

Reddy &
Knight 11

Voynich Manuscript (1400
e

Folency _.n.?..,;c) qotizg gty Tole? 2cre8q 23

Ravi & Knight 11

Zodiac Killer (1967)

A@Qp/2Z/7 UB@BINORKXKIX KB
wv 4 36 YFOAHPU XK PY 3!

MZIFYAUINAPTLNGY DO

Lost
Language
Decipherment

ji_/ft r .,

Snyder, Barzilay, Knight 10

FBI cipher (1999)
,it J-ET P'n 775 -Ei -i;f EEE:- Ldi i"t::_‘ Tﬁ

Podrdce n MPEELE D veBE
AWeD X Re s #E WD < TS ey

s

Kryptos (1990) e

UOXOGHULBSOL I FBBWFLRVQQPRNGKSSO
TWTQSJIQSSEKZZWATIKLUD IAWINFBNYP
VTTMZFPKWGDKZXTJCD I GKUHUAUEKCAR

Unsupervised
Training for NLP

Machine
Translation ...




Plan for This Talk

e Break a series of codes
— Simple letter substitution

— Phonetic substitution

e archaeology
e transliteration

— Word substitution

— Foreign language as cipher
* Bonus

— Two historical ciphers

— Final thought on translation and cryptography




Future Prospects for Translation

| Cryptography

Manual Manual encoding Human

translation

1920 Mechanical encoding;

Mechanical g%
8.4, intuition-based decryption

Mathematical X 1950s  Computer decryption,
“> based on information theory

Higher math, S8 1989 Public-key systems,
deeper based on number theory
understanding




Future Prospects for Translation

| Cryptography

Manual Manual encoding Human
translation
Mechanical 1920 Mechanical encoding; 19605

“ intuition-based decryption  Rule-based MT
Mathematical Y 1950s  Computer decryption, 1990s
~ based on information theory Statistical MT

Higher math, M8\ 19805 Public-key systems, 2020s
deeper based on number theory P97 P97 77
understanding
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Random Restarts are Critical

English 98-letter cipher, 3-gram LM

decipherment error rate

1

09

08 |

07

06 |

05|

04 |

03 |

02 |

0.1

| |
1.35 14 1.45 15
Entropy : -logs P(c)/N

1.3

( EM objective function value = 2"entropy )

even people do restarts!

155

16

decipherment error rate

2-gram LM
1
L Japanese
09 m = "
™ | |
E g m
A syllable
07 - .
. cipher
05+
04+
03+
021 3-gram LM
01+ 1 F
|| n
09 | :
D 1 1 Il '
4.45 45 455 46 08
Entropy : -log, P(c)/ | 2
( EM objective function value = 2"en ° 07l n
B =
S 06l -
o
T oo0sf
E
2 oarp
=3
(&3
S 03}
02 |
n
n
0.1+ | ]
D 1 1 1 1 1 1 Il
36 38 4 42 44 46 48 5 52

Entropy : -logs P(c)/N
( EM objective function value = 2"entropy )

[Ravi & Knight 09b]



Good Language Models are Critical

English 98-letter cipher

decipherment error rate

0.9

0.8

0.7

0.6

0.5

04

0.3

02

0.1

I I I I I I I I
2-gram  +
3-gram

- 4-gram # —
S5gram O
G-gram
L 7-gram _
— + —
_H
+ +
L + A
— * —
o
L o A
i o ]
o - = * *
] ] ] ] ] 1 ] ]
26 27 28 29 3 3.1 32 3.3 34

LM entropy : -log, P(e) /N

35
[Ravi & Knight 09b]



Deterministic Substitution Constraint
Using ILP instead of EM

* Search only over T T T T T T rgam
deterministic keys. o
* Exact, no restarts. B
\ . I0F
) E 60
Cipher | EM ILP eg
Length | error error g 0F -
52 85 % 21 % S wf H
&
08 45 % 12 % O "
20
414 10 % 0.5 %
r  [Ravi & Knight08]  *
Using 2-gram letter-based LM 0 I T S R S M

8 16 32 64 128 256 512 1024
Cipher Length (letters)



[Shannon 46, 49]
“Communication Theory of Secrecy Systems”

e Shannon analytically predicted uncertainty about key and message
e Graphed it for a human-level Ianguage model

30 | | 1 S O Tl
| - |
bt ! | t Entropy of key, H(K|C)
~ LI | LEE Nk |
0l R !ild/" —
>0 | | | i, a5 Entropy of plaintext message, H{M|C)
- =) | ] | — _
S 2 ' T I T 1]
- << ! | ! AN S T R -
z S | | ' me ]
- h.l) o | | | ' 1 | =%
a [ [ ]] R
I L ! o .li' | .-.!.__. -
0 B = —— e =
B 7 =1 Unicity distance = H(K) / (4.7 — LMCE)
" T N O
CIPHER LENGTH (LETTERS)
log, 26! ~1.6 bits/char

for a human



H{DIGITS)

Verifying Shannon’s Prediction of
Plaintext Message Uncertainty

N (LETTERS)

ANALYTIC CURVES
(Shannon’s)

98

88

Equivocation of message (bits)

78

68

98

48

38

1=-gran —#—
2=gran —&—
JF=gran —8—

LM Analytically
Predicted
Unicity Distance
1-gram 173
2-gram 74
3-gram 50
Human 28

ACTUAL CURVES
(ours)

[Ravi & Knight 08]




Foreign Language as a Cipher

BAGHDAD, Irag (CNN) -- Six bombings killed at least 54 Iragis and
wounded 96 others Wednesday, including 20 civilians who died as
they lined up to join the Iraqi army in Hawija when a suicide bomber
detonated explosives hidden under his clothing, Iraqi officials said.
That attack in the town about 130 miles (209 kilometers) north of Baghdad

also wounded 30 Iraqgis, said Iragi army Lt. Col. Khalil al-Zawbai. Key POint: These teXtS are

A car bombing in Saddam Hussein's ancestral homeland of Tikrit also killed

30 Iragis and wounded another 40, Iraqi officials said. The Tikrit explosion... not related to each other.

|
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.

!-L'l; — plaintext e =—>

~J

E=

P(f | e)

\A.\Mwhcdw@&lﬂ\@\w)uaﬁ)
W sl il A1) A YAl 555 Sl puc
L) 8 Sl sale) ol ) Slo ity 49 Led JB
A a3l 1Y) Jaiad) Capall 2y o il 3 e
Ay il LAY 8 ulas aaDluY) A slaall,

B Al (il e ina jaige b (e
i e pns 43 V) LUy ) 4l
PERPENFUIG T I I NPTV A 1 R | PN N
OsSoms e ol ulan Cana 13" Gilal 5 ccllasYL
128 J}ﬁ@.a&\éc}‘ﬂm\udﬂ\)ga\&
la i dss e,

@A denl Aihaddl) Ao Sall (a ) ond adla e
B8 (e b ) Gl cailall (galaY) aikall
Do) al DY) 038 5 5alka 53 1y of ST
dap s Al e L sl

50 s 4talal yaie IS Al ALK b oy 8 Jlg
Gt Y Lkl g3 8 (e (O senaiand il ol 5 A alE 6
5 Loy o088 i 1ile s ey s JG o L
J\)am‘y u'a.a\.':«ﬂhdsjlﬁjég.“})g\a.d\):\m
Jall gaad



Word Substitution Cipher

............. France.........Britain..................Canada...
...Mexico..................Indonesia...... Malaysia...
...Britain........... Canada........... Australia...
..... Britain.............France................Indonesia.........
....Mexico..................Australia................France... <.
L BIItAIN . Key Point: These texts are
| not related to each other.
TRAIN
............. knd!... bryT!ny!
) e knd
EE H:H__ b HmKSYK....oooooiii,
—( pIaintexte — by ...Indwnysy!......IImksyk......
:H: :H: ............. bryTiny.....Im!lyzy!...
........ bryT!ny!........frns!......
edstrllylIndwnysyl..
P(Sentence has wil | P(f | e) = fINS! e frns!
sentence has w2) 7X7substtable | = o ””S’",'S"t'r?l;y,“”y’ """

[Knight et al 06]



Foreign Language as a Cipher

BAGHDAD, Irag (CNN) -- Six bombings killed at least 54 Iragis and
wounded 96 others Wednesday, including 20 civilians who died as
they lined up to join the Iraqi army in Hawija when a suicide bomber
detonated explosives hidden under his clothing, Iraqi officials said.
That attack in the town about 130 miles (209 kilometers) north of Baghdad
also wounded 30 Iragis, said Iragi army Lt. Col. Khalil al-Zawbai.

A car bombing in Saddam Hussein's ancestral homeland of Tikrit also killed
30 Iragis and wounded another 40, Iraqi officials said. The Tikrit explosion...
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OsSoms e ol ulan Cana 13" Gilal 5 ccllasYL
128 J}ﬁ@.a&\éc}‘ﬂm\udﬂ\)ga\&
Gl IS Ll
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B8 (e b ) Gl cailall (galaY) aikall
Do) al DY) 038 5 5alka 53 1y of ST
dap s Al e L sl

8055 4ialal jaise O AV WS b a8 U
Gt Y Lkl g3 8 (e (O senaiand il ol 5 A alE 6
5 Loy o088 i 1ile s ey s JG o L
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Zodiac 340 (still unsolved)

Zodiac Killer Ciphers

Zodiac 408 (solved, 1969)

oProese-—ax| onxs +0don
OMrIXxodldOOryrXxag+ | od o
oxdreoednomrapieg-o,
~@B+L . QL L SINTOD N g
Jvd++ud®ryve - nN>Sr3tkaqg
0 - d0AMOUAINGerIDOD>. 7109y
CrhUXZOr@®OeL: Ao
o nOuwo>rHrewweg+O0anN
©+Qe-90UOVaAad
R—J.IBNOA¢C.JI_S
NSw-+00Xo03qgxn
++1Il1rao¢<q
&v
+u
HJ

KI+

ex »cAd1u32
NTuZeO+ 31
Enqux:-F¢xa
+tveomnn +uyx
SO4 > —& 4+ — A

W

p N -
33
o
o N
0.3
n o+
e ot
@® N

9+
X x

99 AAJARVO
AM+$1LTa)

PLE'R > % 4 AV P X |

CooP.SFPOD

I59%- 78

7174 S

PRI

amépureox/BuLICOLLE 3m3g Qo o
kx0aquBx 900 k®0[H| nqq Kk 93
XﬂDJ?ﬁsnﬂHRIHzlﬂmAsLIBau
CR>x)eOB8< ES<XX0Fr® ad<sgduak
kxO0r>qr3 ~w1BwIDdDY qgpeQead
cpzmrxazOmMON>d>Z+9r 0qg/ xxE
0AaA 43,V a€IMZ 8 NA LU LT
xITFqgoePQuWBRzA499PE2d 8qgorn O HW
Bdax ,dqa/®@/7+/42>0Epgarga b
MO0 q0 & Ox wﬂonluABE.AF+n:AmAH_
SuxbpXxapg OkR>4983 N0 wéd mpoH
NA O g wm It_?luidﬂ_toukameww
NOSENOXND o+>20xTTan2Xx>xxd-Ag
NM<IgIEIVHA Q0 XY P R[E 1 E O Oon g &
L+xNaJ@ -4\ X0 QI He ® PX|FMu o nX]
B>hr® << +20 NANJOHTIK xmONRE mMBW

AR Ay nONHA Y < zo BT OnD]



Zodiac Serial Killer

408-letter cipher (solved):
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il o |~ =<l [=lx| [ ] [
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(plus two more sections)



Zodiac Serial Killer

Plaintext solution

| LIKE KILLING PEQOPLE
WILICH FUMNIT IS5 MOR

GAME IN THE FORR Plaintext has many
MOST DANGEROUE ANAMAL 2F ALL TO KILL misspellings

Final 18 plaintext
characters of 408
are “junk”

FART OF | HAE WHEM | DIE | WILL BE
FREEOREM IM PARADICE AMD THEI HAVE KKILLED
WWILL BECOME MY SLAVES | OWILL NOT GMWE
YOU kY MAME BECALUSE YOLU WILL TRY TO
SLOl DOV OR ATOR MY COLLECTIOS OF
SLAVES FOR [l AFTERLIFE
EEEORIETEMETHHPITI

'\




Deciphering Zodiac 408
Bayesian models

Extended Carmel finite-state toolkit to do Bayesian inference.

[Chiang et al 10]

Language Initial Decipherment
Model Sample Error

3-gram Random

5-gram Random

o

3-gram solution
Word 1-gram Random

Interpolated 5-gram Random
and word 1-gram

o

5-gram solution

62.3 /48.5/47.4
all wrong!

42.6

all wrong!

79.2

3.3/ 2.6

[Ravi & Knight 11]



Unsolved Zodiac 340

Has no obvious reading order bias:

% cipher bigram types | Left/ Up/ Diag. Diag.
that repeat (freq > 1) Right Down North- | South-
order order East East
Zodiac 408 (solved) 13 % 5 7 5
Zodiac 340 (unsolved) 7 6 8 5

Could be nonsense ... or maybe
bigrams are smoothed out via
more careful substitutions.
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